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Summary of Key Dates

The following schedule is subject to modification by the California Earthquake Authority (“CEA”).
Questions must be submitted in the manner described in Section IIl.

1. Date of issue Monday, November 7, 2016
2. Final Proposal submission date Friday, December 2, 2016
3. Proposal evaluation Monday, December 5, 2016

3a. Finalists’ presentations (optional at the discretion of the CEA)

Thursday, December 15, 2016
in Sacramento, California

4. Award of opportunity to negotiate Tuesday, December 20, 2016
contract
5. Contract Signed Thursday, January 12, 2017
6. Commencement Date Monday, January 16, 2017
Property of The California Earthquake Authority (CEA) Page 3
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Background

Following the unprecedented losses from the 1994 Northridge Earthquake, California established the
California Earthquake Authority in 1996 as a publicly managed, privately funded entity. Insurers that sell
residential property insurance in California may elect to participate in the CEA and thereby offer CEA
earthquake-insurance policies.

CEA is administered by a Governing Board composed of five elected public officials. California’s
Governor, State Treasurer, and Insurance Commissioner serve as voting members; the Speaker of the
Assembly and the President Pro Tempore of the Senate serve as nonvoting members.

More than 20 insurance companies, representing about 80% of the residential property insurance
market in California, are CEA participating insurers. Operating under a uniform written contract,
participating insurers sell and service CEA policies and adjust CEA claims.

By law, the State of California bears no liability for claims, costs, or liabilities arising from CEA
operations.

The CEA website (www.earthquakeauthority.com) has more information about CEA.
Services and Products Sought in this Request for Proposals

The CEA seeks a firm to provide printing, copying, and scanning services as described in the RFP
Objectives below.

Submitting Proposal

The Proposal must be submitted by email to the designated CEA contact and include:

e The proposing firm’s name, address, telephone and fax numbers, and Web address

e The name, title or position, telephone number, and email address of the person signing the
cover letter and any other persons authorized to make representations for the proposal
regarding the RFP

e A statement that the firm is willing to be bound by contract provisions in Exhibit 1 (the party
selected as a result of this procurement will be awarded the opportunity to negotiate a contract
with CEA).

e A statement affirming that the bidder satisfies each Minimum Qualification.

e A statement that the bidder has reviewed all addenda posted through the final addenda-posting
date shown on the “Summary of Key Dates.”

e Your company name and the RFP number on each page of the proposal.

The proposal must be emailed to the following contact:

To RFP#05-16@calquake.com
Subject: Response to Request for Proposal # 05-16

Proposals must be received by the CEA no later than 4:00pm, Friday, December 2, 2016.
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If a proposal contains information that the proposer considers confidential or proprietary, include a
statement to that effect in the cover letter and appropriately mark each and every page containing
confidential or proprietary information in the upper right-hand corner.

The CEA will use reasonable efforts to keep marked pages from public disclosure, except to the extent
provided in any resulting contract or the extent required by law. The CEA makes no representations or
warranties that its efforts will be successful. Proposers are reminded that many of the CEA’s records,
and records of proposers that are in the CEA’s possession, are subject to public disclosure under the
California Public Records Act.

No proposal can be considered confidential or proprietary in its entirety.

If, before the submission deadline, a proposer wishes to change or augment a submitted proposal, the
proposer must notify the CEA that it is withdrawing its proposal and then re-submit the modified
proposal before the submission deadline. Modification offered in any other manner, or after the
proposal-submission deadline, will not be considered.

All proposals become the property of the CEA upon submission.

All costs to develop proposals and attend interviews regarding proposals are the sole responsibility of
the proposer and cannot be charged to the CEA.

Please review all addenda posted on the CEA’s website before submitting proposals.

RFP Objectives

The CEA requires the use of multifunction printer-copiers at its sole office, located at 801 K Street,
Sacramento, California.

The CEA office is located on the 10" and 11 floors and accommodates 150 staff, who produce an
average of 100,000 printed or copied items a month (65,000 color, 35,000 black and white).

The CEA seeks a solution to these print/copy needs, and seeks an agreement for the use of multifunction
printer-copiers to establish:

e Asingle cost-structure that applies to all multifunction printer-copiers subject to the agreement
that provides fixed pricing for additional printer-copiers, as needed by CEA.

e Asingle billing plan that includes all multifunction printer-copier costs, including (but not limited
to) usage and maintenance, invoiced monthly.

e Highly professional vendor management of equipment, service, and supplies.

Additionally, the CEA expects the following:

Uptime
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The multifunction printer-copiers provided must be fully operational and available for use Mondays
through Fridays, during CEA business hours (7:00 a.m. to 6:00 p.m.). Printer-copiers that are unavailable
for more than four hours per month during CEA business hours will be deemed by CEA as “deficient”—
printer-copiers deemed by CEA as deficient for three consecutive months must be replaced with the
same or newer model printer-copier at no additional cost to the CEA.

Preventive Maintenance and Supplies

o The CEA expects that supplies of all toner, parts, staples, labor, and preventive maintenance are
included in the periodic (monthly) charge.

e The removal and proper disposal of all used supplies and containers is solely the responsibility of
the vendor.

e Recurring preventive maintenance must be scheduled during CEA business hours and according
to a preventive maintenance schedule provided to and accepted by the CEA before execution of
any documentation.

Response Time

For service calls requiring a technician on-site, the maximum response time cannot exceed four hours
from the time of the CEA’s call for service, if made before 1:00 p.m., and by no later than 9:00 a.m. the
following business day for calls made after 1:00 p.m. All technicians must be qualified, trained, and
professional.

RFP Scope

Proposals must include a description of how the RFP Objectives listed above will be satisfied by the
proposer and include an implementation schedule that begins with the execution of the contract
documents and ends with all agreed equipment being installed and fully functioning at the CEA office.

The CEA requires that the submitted proposal include a clear and complete cost structure:

A. The total monthly recurring cost to the CEA for all services, equipment, and supplies described
above, including, if applicable, the cost-per-copy broken out by black & white and color, if
different.

B. Any and all additional costs and fees not previously or otherwise described.

The CEA will use the provided cost information to analyze whether the costs proposed are reasonable.
Each proposer should be aware that cost and pricing information is intended for internal CEA use, but
certain CEA records, and records of proposers in the CEA’s possession, may be subject to public
disclosure under the California Public Records Act or the Bagley-Keene Open Meeting Act, or both. The
CEA makes no representations or warranties that its reasonable efforts to keep records from public
disclosure will be successful.

Each proposal must address the seven printer-copier criteria below. All proposed printer-copiers must:

1. Be new (not used or refurbished) and not a model scheduled for retirement.
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2. Be UL/ENERGY STAR® approved and Cal/OSHA compliant.

3. Be ISO hard-drive security standards compliant.

4. Allow Microsoft Active Directory integration.

5. Natively integrate within a Microsoft network environment.

6. Be able to report functional issues, trigger the re-ordering of supplies, and notify the
appropriate CEA staff of other maintenance items via electronic notices.

7. Be able to print, copy, and scan, and produce clean and clear images, including digital images, to
CEA devices, platforms, and applications.

8. Include a timeline for the implementation of additional printers that begins with a CEA request
and ends with the additional printer being available for use.

Describe any value-add items provided and not otherwise addressed in, or described in your response
to, this RFP.

Proposal Requirements

All proposals must include:

All items requested in the RFP Scope section of this document

Responses to the General Information section of this document, below

An implementation schedule to begin upon execution of an agreement

Acceptance of the CEA’s contract Terms & Conditions (Exhibit 1) or acceptance subject to
resolution of expressly suggested contract-provision changes. Failure to request in the proposal
a change in a contract term precludes later negotiating that desired change. The CEA reserves
the right, in its sole discretion, to reject any and all requested changes.

PwnNE

Minimum Qualifications
All proposers must meet the following minimum qualifications:

1. More than five years providing printer/copier services
2. The ability to provide the CEA with a single, monthly billing statement for all equipment-related
costs, including supplies, and service-related costs

General Information
Provide a profile of your company that includes:

1) The number of years your firm has been in existence in the same or substantially the same form
and under the same trade name

2) Your firm’s ownership and ownership structure, including pending or contemplated changes in
the firm’s organizational structure

3) The types of services your firm provides, including, but not limited to, the services described in
this RFP

4) Any affiliated organization(s); any parent or subsidiary organization(s)

5) Your firm’s general background and history

Property of The California Earthquake Authority (CEA) Page 7
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6) The number of employees (break down by professional, managerial, and support staff)

7) An organizational chart depicting the internal structure of your organization

8) Your firm’s locations, including the location of the firm headquarters

9) Your days and hours of operation

10) Relevant certifications and credentials

11) Evidence of current and future financial stability and credit standing

12) Description of any pending litigation against your firm or any of its principals

13) A copy of your business continuity plan

14) Confirmation of a comprehensive general liability insurance and workers’ compensation
insurance.

15) A schedule and description of the training given to your technical resources

16) The number of customers, in addition to the CEA, that the CEA account manager will
concurrently support

17) A description of the methods of communication that are available to the CEA, including those
associated with a specific resource or role

Proposal-Evaluation Criteria

The purpose of the proposal evaluation process is to: 1) determine whether the proposal satisfies the
minimum qualifications, content, and format requirements; and 2) identify the proposers most likely to
satisfactorily perform the services described.

The evaluation process will be conducted in a comprehensive and impartial manner.

Each proposal will be date- and time-stamped when received. Proposals received after the submission
date and time will be returned unopened. Each timely proposal will be reviewed to determine whether
it satisfies the minimum qualifications specified in the Proposal Requirements-Minimum Requirements
section. Proposals that meet the minimum qualifications will be evaluated and scored. The highest
possible score is 100 points.

Finalist Interviews

The CEA in its sole discretion may invite finalists to interview at its office in Sacramento, California. All
costs and expenses associated with preparing and submitting a response to this RFP, and all travel costs
related to the interview and contract-negotiation processes, are the sole responsibility of the proposer.

Bid Evaluation

All proposals will be evaluated and ranked based on the criteria in the table below. Each module will be
evaluated and ranked separately. If the CEA determines for any reason that none of the proposals meets
the RFP requirements to CEA’s satisfaction, this RFP process will end without a contract opportunity
being awarded. If a proposal or proposals do meet the RFP requirements, the CEA may select, in its sole
discretion, one or more of the vendors associated with the highest module scores to participate in an
interview process.

Criteria and maximum score for the bid are noted below:
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One-Time,
Recurring, & Ability to meet the Additional Value
Additional Costs RFP Requirements Added MAXIMUM
CRITERIA (50 points) (40 points) (10 points) POINTS
100

If selected by the CEA for a vendor interview, the interview will account for 10 additional points and be
evaluated and scored as follows.

Strength of Vendor Team Ability to Execute

(4 points) (6 points) MAXIMUM POINTS

The interview process will be evaluated as follows:

e The ability of vendor team to respond to CEA interview questions

e The quality, clarity, and comprehensiveness of vendor responses and demonstrations

e The familiarity and confidence of the vendor associated with their proposed equipment and its
functionality

e The familiarity and confidence of the vendor associated with their proposed timeline to provide
a seamless CEA implementation

The interview score of each vendor chosen to participate in the CEA interview process will be combined
with that vendor’s proposal score for each module, and the proposals will be re-ranked.

Award of Opportunity to Contract

If, at any time during or at the conclusion of the RFP process, the CEA determines that the results or
prospects of this RFP process are unsatisfactory, the CEA reserves the right to discontinue this RFP
process and decline to award an opportunity to contract. The final award of the opportunity to contract
will be determined by the CEA’s management.

The opportunity to contract will be awarded to the most qualified bidder, after price and other factors
have been considered, provided that accepting the proposal is reasonable and in the best interests of
the CEA. The CEA reserves the right to reject any or all proposals and to waive any irregularities in the
proposals received.

Commencement Date

The commencement date is to be determined.

Exhibit 1 - Contract Terms and Conditions

Certain standard terms of the California Earthquake Authority’s (CEA) contract with the (Contractor) are
summarized below:
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The contract will include, but will not be limited to, the following provisions:

1. Services to be Performed; Management of Services by CEA
1.1 A complete description of services appears as an attachment to this Agreement.

1.2 The CEA’s Chief Information Officer or Chief Administrative Officer, or their respective
designees, will manage and direct Contractor’s activities.

2. Ambiguities Not Held Against Drafter

Because this Agreement has been freely and voluntarily negotiated by the parties, Contractor and CEA
agree that ambiguous contractual provisions will not be construed against the drafter.

3. Amendments

This Agreement can be amended only by mutual consent of the parties. No change in any term will be
valid unless the change is documented and signed by both Contractor and the CEA. No oral agreement
or understanding will bind either Party.

4. Assignment; Delegation

Contractor must not assign any of its rights or delegate any of its duties under this Agreement without
first obtaining the CEA’s written consent. Any purported assignment or delegation by Contractor, in
whole or in part, in violation of this section is voidable at the CEA’s sole option.

5. Attorney’s Fees and Costs

In the event of litigation between the parties to enforce or interpret this Agreement, the non-prevailing
party must pay the reasonable attorney’s fees, costs of in-house counsel services, and the actual and
taxable costs. These expenses must be paid in addition to any other relief to which the prevailing party
may be entitled.

6. Audits

Contractor is and will be subject to examination and audit by the Bureau of State Audits (State of
California) and the CEA (or the CEA’s designated representatives) during the term of this Agreement,
during any extended term of this Agreement, and for three years after the final payment by the CEA
under this Agreement. Contractor must cooperate fully with the Bureau of State Audits, the CEA, and
the CEA’s authorized representatives in any examination or audit. Any examination or audit would be
confined to matters connected with the performance of the required services, including, but not limited
to, the costs of administration claimed by Contractor under this Agreement. All adjustments, payments,
and reimbursements determined necessary through any examination or audit must be made promptly
by the appropriate Party to this Agreement.

7. Changes in Control, Organization, or Key Personnel

7.1 Contractor must notify the CEA in writing within five calendar days:

A. if any of Contractor’s representations or warranties ceases to be true;

B. of any change in the roster of Contractor’s staff members who exercise a significant role
under this Agreement, including any of the Key Personnel;

C. of any change in the majority ownership, control, or business structure of Contractor; or

Property of The California Earthquake Authority (CEA) Page 10
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7.2

D. of any other material change in Contractor’s business organization.

Each of Contractor’s written notices under this provision must contain adequate information to
permit the CEA to evaluate the changes in Contractor’s personnel or organization based on the
same criteria the CEA used in originally selecting Contractor. Contractor must provide any
additional information the CEA might request in connection with those written notices.

8. Choice of Law

This Agreement will be construed and enforced according to California law (without regard to conflict-
of-law provisions). A Party may bring suit on any matter related to arising out of this Agreement only in
the Superior Court of California, County of Sacramento. “Bring suit” includes bringing any action to
compel arbitration or enforce an arbitration award. Each Party waives any claim that Sacramento is an
inconvenient or improper forum or venue. Each Party agrees that the court named above will have in
personam jurisdiction over it.

9. Compensation

9.1

9.2
9.3

9.4

9.5

The CEA will compensate Contractor for its services in accordance with the Statement of
Deliverables.

Contractor guarantees its rates and fees will not increase during the term of this Agreement.

Correspondence from Contractor to CEA regarding payments must be sent to:

California Earthquake Authority
801 K Street, Suite 1000
Sacramento, California 95814
Attention: Chief Information Officer

Billing and Invoicing. Contractor must submit itemized monthly invoices, in arrears (for services
already performed); the CEA will make no payments in advance of services rendered. Each
invoice must include:

A. Contractor’s name, address, telephone number, and federal tax ID number;

B. anitemized description of services rendered during the billing period, including a detailed
cost and expense breakdown and full back-up documentation; and

C. the total amount of the invoice.

Invoices must be addressed to:

California Earthquake Authority
801 K Street, Suite 1000
Sacramento, California 95814
Attention: Accounts Payable

E. Invoices may be submitted electronically to: ap@calquake.com.

Payment will not be due until the invoiced work is performed, correctly identified on the
invoice, and accepted by the CEA. CEA will pay Contractor’s invoices as promptly as fiscal
procedures permit.
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10. Compliance with Laws

10.1

10.2

The Contractor must comply with all applicable laws, including those laws specifically
applicable because of its relationship to the CEA. Any references to sections of federal or state
statutes or regulations are also references to any amendments or successor provisions to
those sections.

Permits and Licenses. At its sole expense, Contractor must procure and maintain any permits
and licenses necessary to accomplish the required services.

11. Confidentiality

111

11.2

11.3

11.4

115

In the course of its duties, the Contractor will gain knowledge of investment, financial,
personal, personally identifiable, technical, accounting, and statistical information pertaining
to the CEA; the CEA’s Governing Board and Advisory Panel and their members; CEA employees
and staff; CEA contractors, vendors, and agents; and CEA policyholders (collectively, the
“Restricted Information”). All Restricted Information is strictly confidential unless the CEA
expressly designates particular Restricted Information as non-confidential. Contractor must
not directly or indirectly disclose any Restricted Information, or use it publicly in any way that
requires its disclosure, either during or following the term of this Agreement, without the
CEA’s duly provided advance, written, specific permission.

Contractor will not produce, reproduce, publish, or disseminate Restricted Information for its
or any person’s personal gain. For purposes of this Section 0, “person” means any person,
association, organization, partnership, business trust, limited liability company, or
corporation.

Contractor will only release Restricted Information to those of its employees, representatives,
contractors or subcontractors, or other persons, whom Contractor has first officially notified
in writing—and who have agreed—that they expressly bind themselves to maintain
confidentiality of the Restricted Information. To the best of its ability, Contractor must
affirmatively protect all Restricted Information from unauthorized use or disclosure.

Contractor’s disclosure of Restricted Information that is done in violation of this Section 11 is a
material breach of this Agreement.

Contractor understands that the CEA is a public instrumentality of the State of California and
that certain of CEA’s records, and Contractor’s records in CEA’s possession, might be subject
to public disclosure and production pursuant to various laws, including (but not limited to) the
California Public Records Act (Chapter 3.5, commencing with Section 6250 of Division 7 of Title
1 of the California Government Code) and the Bagley-Keene Open Meeting Act (Article 9,
commencing with Section 11120, of Chapter 1 of Part 1 of Division 3 of Title 2 of the California
Government Code). The CEA will notify Contractor promptly after receiving a request for
disclosure of any documents or materials that Contractor has designated as proprietary and
confidential and which the CEA believes to be in its possession. CEA will reasonably cooperate
with Contractor, within the statutory framework and limitations on CEA’s duties under the
applicable law(s), and at Contractor’s sole cost and expense, in Contractor’s efforts to protect
its trade secrets and confidential information.

12. Cumulative Remedies

Property of The California Earthquake Authority (CEA) Page 12
RFP #05-16: Multifunctional Printers/Copiers  Version: 1



CEA i RFP #05-16 —

THE STRENGTH

TO REBUILD"®

The rights and remedies provided in this Agreement are cumulative and are not exclusive of any rights
or remedies any Party might otherwise have at law or in equity.

13. Drug-Free Workplace

Contractor must execute and return the certification in Attachment D with the signed Agreement. CEA
may terminate this Agreement if the Contractor fails to comply with Attachment D’s drug-free
workplace requirements.

14. Force Majeure

Neither Party is liable for damages that result from delayed or defective performance when the delays
arise from an event that is beyond the control and without the fault or negligence of the offending Party
(“force majeure events”). Force majeure events expressly include acts of a public enemy, acts of the
State in its sovereign capacity, disabling strikes, epidemics, and quarantine restrictions. Force majeure
events expressly do not include fires, floods, earthquakes, power failures, or freight embargoes; the CEA
relies on Contractor’s statements and assurances in its Disaster Recovery Plan and expects continuity of
service during those events and their aftermath.

15. Insurance

15.1 Contractor warrants that it maintains, or that it will obtain and have bound as of the date of
its commencing any work under this Agreement, adequate comprehensive general liability
and other necessary insurance, including such workers’ compensation insurance as required
by law, and Contractor promises to maintain all that insurance at levels acceptable to the CEA
during the term of this Agreement. In that connection, Contractor agrees to:

A. maintain a liability insurance policy with limits of no less than $1,000,000 per person and
$2,000,000 per occurrence, providing coverage for all of Contractor’s activities, and
naming CEA an additional named insured in that liability policy, with right to notice of
nonpayment of premium and of cancellation of the policy; and

B. provide satisfactory evidence of insurance coverage and limits to the CEA on request.

15.2 By its signature on this Agreement, Contractor acknowledges that CEA has no obligation to
provide workers’ compensation insurance, or employee benefits of any nature, for Contractor
or its employees, or for Contractor’s subcontractors or their employees.

16. Key Personnel

16.1 Attachment C (“Key Personnel”) provides the name and title of each person who is intended
to exercise on behalf of Contractor a significant role under this Agreement. Those personnel
are referred to in this Agreement as “key personnel.”

16.2 Contractor may not substitute, replace, or reassign key personnel without CEA’s advance
written approval. With CEA’s approval, the parties may jointly document a change in key
personnel, and that writing will be deemed a part of this Agreement. All key personnel are
expressly subject to the provisions of Sections 7 (Changes in Control, Organization, or Key
Personnel) and 17 (Notices).

16.3 Inits sole discretion, CEA is entitled to terminate this Agreement immediately, upon written
notice from CEA to Contractor, if Contractor changes any of its key personnel without the
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CEA’s advance approval or if any one or more of the key personnel depart Contractor’s staff
and no substitute agreed between the Parties has been provided.

17. Notices

17.1 Any notice required or permitted by this Agreement is deemed given:

A. on the date of personal delivery;

B. three days after the mailing date if the notice is deposited with the U. S. Postal Service
with first-class postage affixed; or

C. onthe date of receipt as shown by written (or, if the record is contained only on a
computer storage device, stored) evidence of delivery when delivered by U.S. Postal
Service Express Mail or by a commercial courier service.

17.2 No notice is effective if given only by fax.

17.3 Notices are to be directed to all the following representatives:

For CEA:
California Earthquake Authority and California Earthquake Authority
801 K Street, Suite 1000 801 K Street, Suite 1000
Sacramento, California 95814 Sacramento, California 95814
Attention: Chief Information Officer Attention: General Counsel

For Contractor:

18. Recordkeeping; Record Retention

18.1 Contractor will keep accurate and appropriate records to accomplish and document the
services it performs under this Agreement.

18.2 All books and records must be made available for inspection and copying by CEA or its
representatives upon reasonable prior notice and during normal business hours. Contractor
must maintain its CEA-related records separate from the records that pertain to its other
clients or customers.

19. Relationship of the Parties

19.1 This Agreement creates a relationship of independent contractor.

19.2 Contractor’s principals, employees, and contractors are not and will not be considered
employees of CEA and are not entitled to any benefits provided by the CEA, or by the State of
California, to its employees.
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20. Subcontractors

20.1 Contractor must perform the work contemplated under this Agreement with resources
available within its own organization. Contractor must not subcontract any part of its work
under this Agreement without the CEA’s express, advance written permission.

20.2 Contractor must require in writing of any subcontractor that it be bound by all provisions of
this Agreement.

21. Taxes

CEA is exempt from Federal excise taxes and will make no payment for or in connection with personal
property taxes levied on Contractor or taxes levied on or in connection with Contractor’s compensation
of its employees or subcontractors.

22. Termination
This Agreement can be terminated as follows:

22.1 Termination at the Option of the CEA. This Agreement may be terminated in whole or in part,
for any reason including the convenience of the CEA, and at any time with 30 days’ written
notice by CEA. Despite any such termination, and at its sole option, CEA can maintain this
Agreement in effect for those transactions pending on the effective date of termination until
those transactions are completed. Upon its receipt of a termination notice from CEA,
Contractor must promptly discontinue all services affected unless the notice specifies
otherwise. If CEA terminates all or any part of this Agreement, CEA will pay Contractor for
satisfactory services rendered before the termination, but not more than the maximum
amount payable under applicable compensation provisions of this Agreement.

22.2 Termination for Contractor’s Default. In addition to any other termination right, CEA is
entitled, with two days’ written notice to Contractor and without any prejudice to its other
remedies, to terminate this Agreement because of Contractor’s failure to fulfill any of its
Agreement obligations—any such failure is termed Contractor’s Default. Upon its receipt of
any notice from CEA terminating this Agreement for Contractor’s Default, Contractor must
immediately discontinue all services affected, unless the notice directs otherwise. Following a
two-day notice of termination, CEA will pay Contractor only the reasonable value of its
services rendered. In CEA’s sole discretion and on any terms CEA may choose, CEA may offer
Contractor an opportunity to address any default or cure any breach.

22.3 Termination for Insolvency. Contractor must notify CEA in writing immediately if Contractor,
or if any principal of Contractor:

files or is placed under federal bankruptcy laws,

files or becomes the subject of a state receivership action,

is adjudged bankrupt,

has a receiver appointed who qualifies,

makes an assignment for the benefit of creditors, or

F. isthe subject of criminal investigation, indictment, or conviction.

mooOw>P

22.4 |If any of the events enumerated in Section 28.3 occurs, or if CEA receives notice of any of
those events, or if CEA in its sole discretion reasonably determines there is a substantial
probability that Contractor will be unable (financially or otherwise) to continue its
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performance, CEA is entitled to terminate this Agreement immediately, upon two days’
written notice.

22.5 Convenience. If CEA gives Contractor a notice of termination for failure to fulfill Agreement
obligations and it is later determined that Contractor had not so failed, the termination will be
considered to have been for the convenience of the CEA.

22.6 Completion. If CEA terminates this Agreement for Contractor’s default, CEA reserves the right
to take over and complete Contractor’s work by any means. Contractor will pay the CEA for
any additional costs CEA incurs to complete the work, to the extent that those additional costs
were incurred due to Contractor’s default.

23. Termination, Effect of

23.1 All duties and obligations of CEA and Contractor will cease on termination of this Agreement,
except:

A. Each Party will remain liable for any rights, obligations, or liabilities that arose or may arise
from its activities under this Agreement before it effectively terminated; and

B. Those clauses named in Section 36 (Survival).

24. Time Is of the Essence

Time is of the essence for delivery of services and products under this Agreement.

25. Waivers

A Party’s delay in exercising any right or privilege is not a waiver of any Agreement provision. Neither
Party’s waiver, or single or partial exercise of any right or privilege will preclude any other or further
exercise of any other right or privilege under this Agreement.

26. Warranties

The CEA is committed to, and expects contractor’s commitment to, diversity and nondiscrimination in
the workplace. Consistent with the foregoing, Contractor warrants its compliance with the following
requirements:

26.1 Employees

A. Americans with Disabilities Act. Contractor warrants that it complies with the Americans
with Disabilities Act of 1990 (42 U.S.C. 12101 et seq.: the “ADA”) and all applicable
regulations and guidelines issued under the ADA.

B. Fair Employment and Housing Act. Contractor and subcontractors will comply with the
provisions of the Fair Employment and Housing Act (California Government Code section
12900 et seq.) and the related regulations (California Code of Regulations, Title 2, Section
7285.0 et seq.). The regulations of the Fair Employment and Housing Commission that
implement Government Code section 12990, subdivisions (a) through (f) (Chapter 5 of
Division 4 of Title 2 of the California Code of Regulations), are by this reference made a
part of this Agreement.

C. Nondiscrimination. During the performance of this Agreement, Contractor and its
subcontractors, and their agents and employees, must not unlawfully discriminate against,
harass, or retaliate against any employee or applicant for employment because of race,
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religion or religious creed, color, age, sex, sexual orientation, gender identity, genetic
information, national origin, marital status, medical condition, disability, military service,
pregnancy, childbirth, breastfeeding and related medical conditions, or any other
classification protected by federal, state, or local laws or regulations. Contractors and
subcontractors, and their agents and employees, are expected to take all appropriate
steps to prevent such discrimination, harassment, and retaliation, remedy any such
conduct that may occur, and implement appropriate measures to prevent such conduct
from occurring in the future.

D. Contractor must include the nondiscrimination and compliance provisions of this
Subsection 32.1 in all permitted subcontracts to perform work under this Agreement.

26.2 Labor

A. Collective Bargaining. Contractor and its subcontractors must give written notice of their
obligations under this clause to all labor organizations with which they have a collective
bargaining or other agreement.

B. National Labor Relations Board Certification. Contractor affirms, under penalty of perjury,
that no more than one final finding of contempt of a federal court has been issued against
Contractor within the immediately preceding two-year period because of Contractor’s
failure to comply with a federal court’s order to comply with a National Labor Relations
Board order.

26.3 The personnel or subcontractors responsible for discharging Contractor’s duties under this
Agreement are experienced in the performance of the duties contemplated and will meet the
appropriate standard of care.

26.4 Signature Authorization.
A. The execution and performance of this Agreement will not:

1. violate any provision of any charter document of Contractor;

2. violate any statute or any judgment, decree, order, regulation, or rule of any court
or governmental authority applicable to Contractor; or

3. Vviolate, conflict with, constitute a default under, permit the termination of, or require
the consent of any person under, any agreement to which Contractor may be bound,
the occurrence of which would have a material adverse effect on the properties,
business, prospects, earnings, assets, liabilities, or financial or other condition of
Contractor.

B. Contractor, and the person signing the Agreement, warrant that the signer is an agent or
authorized representative of the Contractor and is duly authorized by Contractor to enter
into this Agreement.

C. Contractor represents and warrants that it has the power and authority to enter this
Agreement and carry out its obligations under this Agreement, that it has duly authorized
the execution of this Agreement, and that no additional act by Contractor is necessary to
authorize the execution of this Agreement. Contractor has completed, obtained, and
performed all registrations, filings, approvals, authorizations, consents, and examinations
that any government or governmental authority may require for its acts and activities
contemplated by this Agreement.
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26.5 Contractor warrants that it will promptly notify the CEA of any changes in Contractor’s
compliance with any of the warranties stated here and agrees to restore the warranties, as
the CEA in its discretion may require, if a warranty lapse occurs. If the Contractor does not
provide notice to the CEA to the contrary, the CEA has the absolute right to rely on the
ongoing effectiveness of each warranty stated here.

27. Term of Agreement

This Agreement is effective when fully executed, and its term expires on December 31, 2019, unless
terminated sooner in accordance with the provisions of Sections 22 (Termination).

28. Entire Agreement

28.1 This Agreement states all Terms and Conditions for subsequent work by Contractor, and
replaces any prior correspondence, memoranda, or agreements.

28.2 Binding Effect. This Agreement, and any instrument, amendment, or further agreement
executed pursuant to this Agreement, will bind the parties, their successors, assignees, and
legal representatives.

28.3 Counterparts. This Agreement may be executed in counterparts. Each counterpart is an
original; all counterparts together are one instrument.

28.4 Incorporated Documents. This Agreement consists of the terms of this Agreement and all
attached documents that are expressly incorporated. The following schedules and
attachments are attached and incorporated into this Agreement:

Attachment A: Scope of Work and Schedule
Attachment B: Budget

Attachment C: Key Personnel

Attachment D: Drug-Free Workplace Certification

mo 0N w P

Attachment E: Disaster Contingency Plan

28.5 Order of Precedence. For any inconsistencies or ambiguities in the terms of this Agreement
and its incorporated documents and attachments, the following order of precedence will be
used:

A. applicable laws;
B. the terms and conditions of this Agreement, including attachments; and then

C. any other provisions, terms, or materials incorporated into this Agreement.

29. Severability

Should any court hold any provision of this Agreement to be void or unenforceable, the remaining
provisions will remain in effect if they are still capable of performance.

30. Survival
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Certain contractual obligations will survive completion of the work or termination of services. These
include, but are not limited to: prevailing party’s attorney’s fees and costs, audit compliance,
confidentiality requirements, indemnification, record retention, and warranties.

31. Titles / Section Headings

Titles and section headings are provided for convenience and are not part of this Agreement.
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Exhibit 2 - Drug-Free Workplace Certification

The Contractor hereby certifies its compliance with California Government Code section 8355 to provide
a drug-free workplace, and that the Contractor will:

1. Publish a statement notifying employees that unlawful manufacture, distribution, dispensing,
possession, or use of a controlled substance is prohibited and specifying actions to be taken against

employees for violations, by Government Code section 8355, subdivision (a)

2. Establish a Drug-Free Awareness Program as required by Government Code section 8355,
subdivision (b).

a) The dangers of drug abuse in the workplace;

b) The organization’s policy of maintaining a drug-free workplace;

c) Any available counseling, rehabilitation, and employee assistance programs; and
d) The penalties that can be imposed on employees for drug abuse violations.

3. Provide as required by Government Code section 8355, subdivision (c), that every employee who
has duties or responsibilities relating to this Agreement:

a) Will receive a copy of the company’s drug-free statement, and

b) Will agree to abide by the company’s statement as a condition of employment on the
contract.

CERTIFICATION

I, the official named below, hereby swear that | am duly authorized legally to bind the Contractor to the
above described certification. This certification is made under penalty of perjury under the laws of the
State of California.

Authorized Signature

Title

Date Executed In the County of:

Federal Identification Number
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Exhibit 3: Requirements for Data Handling and Protection

1. Network Security. Contractor agrees at all times to maintain network security that—at a
minimum—includes: network firewall provisioning, intrusion detection, and regular (three or more
annually) third-party vulnerability assessments. In addition, Contractor agrees to maintain its
existing formal information security program.

2.  Application Security. Contractor, in connection with its use of its own or its licensed software to
handle, store, or transmit CEA data, agrees at all times to provide, maintain, and support its
software and subsequent updates, upgrades, and bug fixes such that the software is, and remains
secure from, those vulnerabilities.

3. Data Security. Contractor agrees to preserve the confidentiality, integrity, and accessibility of CEA
data through use of administrative, technical, and physical measures that Contractor then applies
to its own processing environment. Maintenance of a secure processing environment includes the
timely application of patches, fixes, and updates to operating systems and applications as
provided by Contractor’s own or open-source support.

4. Data Storage. Contractor agrees that any and all CEA data will be stored, processed, and
maintained solely on designated servers and that no CEA data at any time will be processed on or
transferred to any portable or laptop computing device or any portable storage medium

5. Data Transmission. Contractor agrees that any and all electronic transmission or exchange of
system and application data with CEA and with any other parties expressly designated or
categorically permitted by CEA must take place via secure means (using HTTPS or SFTP or
equivalent) and solely in accordance with paragraph 7, below: Data Re-Use.

6. Data Encryption. If CEA requires Contractor to store any CEA data, encryption will not be included
in Contractor’s designated backup and recovery processes.

7. Data Re-Use. Contractor accepts and agrees that any and all data exchanged for the purposes of
providing services to CEA shall be used expressly and solely for such purposes. CEA data must not
be distributed, repurposed, or shared across other applications, environments, or business units
of Contractor, except for the provision of services. Contractor further agrees that no CEA data of
any kind shall be transmitted, exchanged, or otherwise passed to other vendors, contractors, or
interested parties except as specifically agreed to in writing by CEA.

8. End of Agreement Data Handling. Contractor agrees that after provision of the services, in
accordance with its processing procedures it shall erase, destroy, and render unrecoverable all
CEA data and certify in writing that these actions have been completed within thirty (30) days of
the request of an agent of CEA.

9. Security Breach Notification. Contractor agrees to comply with all applicable laws that pertain to
Contractor in the event of Contractor’s unauthorized release of personally identifiable information
(“PN”) data provided to Contractor by CEA for the provision of services. In the event of a
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confirmed breach of any of Contractor’s security obligations pertaining to Pll referenced in this
Section, Contractor agrees to:

a. Notify CEA by telephone and email of such an event within 24 hours of discovery of a
confirmed breach, and

b. Indemnify, hold harmless and defend CEA and its Governing Board and Board members,
officers, and employees and staff from and against any third party claims related to such a
confirmed breach of PIl by Contractor.

10. Right to Audit. For no more than two (2) business days in a twelve (12) month period, CEA or an
appointed audit firm (Auditor) has the right to audit Contractor and Contractor’s subcontractors
or affiliates that provided the services for the processing of CEA’s data. CEA will announce its
intent to audit Contractor by providing Contractor notice of, at a minimum, thirty (30) business
days. This notice will go only to the Contractor and not to any subcontractor or affiliate. CEA or its
Auditor will provide a scope document and a request for deliverables at the time of notification of
an audit. Documentation cannot be removed from Contractor’s premises, the Contractor will
allow the Auditors access to their site(s) for document viewing purposes only.

The Contractor will provide accommodation on-site for data analysis and meetings; the
accommodation will allow for a reasonable workspace, with appropriate lighting, electrical, a
printer, and Internet connectivity. The Contractor will make necessary employees or contractors
available for interviews in person or by phone during the timeframe of the audit. In lieu of CEA or
its appointed Auditor performing their own audit, if the Contractor has an external audit firm that
performs a certified SSAE 16, SOC1, Type Il review, a copy will be provided to CEA in lieu of the
audit. Audits will be at CEA sole expense.

11. Industry Standards. Contractor’s information security program is based off of industry standards,
some of those include:

a. Payment Card Industry/Data Security Standards (PCI/DSS) — see
http://www.pcisecuritystandards.org/

b. National Institute for Standards and Technology - see http://csrc.nist.gov

c. Federal Information Security Management Act (FISMA) - see http://csrc.nist.gov
d. ISO/IEC 27000-series - see http://www.iso27001security.com/
e
f
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